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ABSTRACT

Recently, the importance of information security has become greater. For this reason, the number of departments related
to information security at universities and professional educational institutions is increasing. It is analyzed that the curriculum
of such educational institutions has a lot to do with the job competency mentioned in NCS in relation to major subjects.
This has the advantage of providing a standardized level of education for each job competency. However from the
perspective of students there may be limitations on duplicate curriculum quality of education according to the level of
teachers and timely acquisition of necessary elemental skills. In this paper we analyze the curriculum of universities and
professional educational institutions and propose a cell-based three-dimensional education model to address the limitations of
students. We verified based on the college curriculum that the proposed model can effectively improve its limitations.
Keywords: Information Security, Cyber Security, Education, curriculum, Model
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Table 1. The curriculum of the Department of Information Protection at Soonchunhyang University

Grade Subject NCS Competency Unit

Computer Programming -

1 Discrete Mathematics -
Introduction to Information Protection Planning and Operation of Security Management
Data Communication Security Equipment Operation
Cryptology 1 System Security Operations
Operating System Digital Forensics

9 Assembly language Planning and Operation of Security Management

System Programming

Planning and Operation of Security Management

Computer Network

Security Equipment Operation

Database Security

Application Security Operations

Cryptology 2

System Security Operations

Internet Security

Planning and Operation of Security Management

OS Security

Malware Analysis

3 Information Theory

Planning and Operation of Security Management

Malware Analysis

Malware Analysis

Design of Management Information System

Establishment of CERT

Technique for Countermeasures against Cyber Terrorism

Digital Forensics

Practical Information Protection

Security Strategy Establishment Consulting

Technique for Vulnerability Analysis

Infringement Accident Analysis

Intrusion Prevention and Detection

Security Event Escalation

Technique for Countermeasures against Intrusion

Infringement Accident Analysis

Cyber Investigation

Analysis of Digital Evidence
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Table 2. The curriculum of the Department of Information Protection at Seoul Women's University.

Grade Subject

NCS Competency Unit

Intrusion Detection and Prevention System

C++ Programming

Information Security Product Evaluations Consulting

1 Fundamentals of Modern Cryptology

System Security Operations

Windows OS Security and Management

System Security Operations

Computer Architecture

Data Communication and Network

Security Equipment Operation

Operating System

Digital Forensics

2 Web Programming

Application Security Operations

Java Programing

Information Security Product Evaluations Consulting

Software Security

Information Security Product Evaluations Consulting

Applied Modern Cryptology and Practice

System Security Operations

Intrusion Detection and Prevention System

Infringement Accident Analysis

Cloud Computing Services and Security Management

Security Equipment Operation

3 Artificial Intelligence & Information Security | System Security Operations
Windows Security and Basics of Mhlicious Code Malware Analysis
Current Topics in Information Security Industry Technology Managed Security Operations
Mobile Security System Security Operations
4 Information Security Management System Information Security Management System
Digital Forensics Digital Forensic
Blockchain & Information Security System Security Operations
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Table 3. The curriculum of the Department of Cyber Security at Ajou University.
Grade Subject NCS Competency Unit,
Cybersecurity Ethics -
. . Consulting on the evaluation of information
1 Computer Programming and Practice oTO tectiongpro ducts.
Data Structure and Practice -
Information Protection Law and Policy Security Strategy Establishment Consulting
Modern Cryptology Theory System Security Operations
Computer Architecture -
2 Object-oriented Programming Information Security Product Evaluations Consulting
Operating System Digital Forensics
Computer Network Security Equipment Operation
System SW Security and Practice System Security Operations
Mobile Security and Practice System Security Operations
(Corjmon) Network Security and Practice Information System Diagnostics
SW Application Security and Practice Application Security Operations
3 Embeded Software Information Security Product Evaluations Consulting
. [oT Platform Security Network Security Operations
Machine Learning and Data Mining
3 Database Application Security Operations
(CB) Cloud Service Security Information System Diagnostics
4 Special Lecture on Cyber Security Cases Security Countermeasures and Design Consulting
(Common)| Information Security Product Evaluations Information Security Product Evaluations Consulting
4 Cyber Platform Security System Security Operations
(IM) Mobile Network Information System Diagnostics
4 Cyber Security Management and Practice Planning and Operation of Security Management
©B) Design of Web System Application Security Operations

Big data Application Security

Application Security Operations

S vlmste] AWBoR A wE A 28]
oA NOS7F dvb} mbedlo] glex s 2alghe).

221 70lEE FLof

AolAE Fuolase T AuuE Fob A4

el Pk Au Rl 712 sted A, Hel

A ARE 22 59T 5 ol Aung AF
o
=

ALY P LTSS ES
gk, 71x g ol AR UL A%
2 Adaeh W) ek LAdAE el
2] ueh AAYRus So di el

=,
o
=
-

Kl
Ho
ﬁO{—ll
ke
N
)Y
f
rO
Mo
o
o
Ao
:Oé
=
[
:\IE
mﬁ_.l.m
i
T ooy
R Aty
x> o

w2

o ox L o 1 X

)
w2
o

=)

X

N
ok
R
)
i
R
=
o
S
2 ok
ol
lf
o= Fd
‘_>|.1_t‘
>,

= %
0%

o Lo
%
N
:&'lﬂ}m
N
A
s
4

b ofd
tf&

A
T
g
A ‘if
o

kd
E
& Z
SN
tz e
LT
o o I
b
5
S

e

o

-0,

>
>,
ke
e ©
i
=,
au
B
ox,
o
=
ra()
>,
[
(e

=
i
i)

~

OOJ:
>,
20

O
o2
g o
i

g

of
=

2
i

galg spetakn 24T 5 e
S el sk 2

Aol FAsle] ek, WA 0
A, W=, 9 ohEelo

4
—d

=z ol

o o 1% o
2 olo o

fru

F

K
2

=2
2 x
o o

r
EURE-RED

L



1036

2o
ol

A 7 A aS B

e

Table 4. The curriculum of Information Protection

Management Diagnostics of K-Shield junior.

Table 5 XM} ¥4thg shel s Qs

Aelstar Sl

Division Subject Aold e FjoloA] o5l F 74 HHE B
In.trodu.ction to Information = Ay nm oA dFsldtiAe NCS 2A1e] %
Fundamentals PIOteCtIOI’.l
£ Inf . Introduction to Personal
ot Anformation | 1, formation Protection . . ,
Security Fundamentals of System Table 5. The curriculum of Security Incident
- Analysis and Response of K-Shield junior.
geywotr.d for Security Division Subject
Fundamentals perations
of Corporate Keyword for Information Engesrs\t/arlld anbdll‘ligspond
. Security-related Cities and News 0 uinerapiiities
Security A taste of Security s ity Event Understand and Respond
Operations Operations ecurt 1y ven to Network Vulnerabilities
B ti
: scatation Understand and Respond
Managed Security to Web Vulnerabilities
Operations K
Management Physical Security - -
Security Operations Overview and Analysis
Operations Personal Information Methodology
Protection Operations Security Log Advanced Log Analysis
L Analysis Log Analysis for Systems
Networ.k Security Security Equipment
Technical Opela'tlons . :
3 it Security Equipment
ecur? y Operation Digital Forensics and
Operations System Security Operations Digital Evidence Collection
i i i Forensics Digital Data Analysis
Criteria of Informatlon Report Generation
System Diagnostic -
Information Vulnerability Diagnosis Understanding Cyber
System Methodology Cyber Investigation Perspectives
Diagnostics Techniques of Information I tieati Internet Tracking and
System Analysis pvestigation Confiscation of Digital
: Evidence
Execution Process Fundamentals of Reverse
Scenario Writing Engineering & Assembly
Mock Hacking Scengriofbased Mock Malware Malware Analysis
Hacking Execution Analysis - -
: Window Programming
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A& Asll 74 A el PC 4 5o thal] 2% Application
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Table 6. Four tracks of Best of the Best.

Division Subject

Reverse Engineering
Techniques
Understanding
Vulnerabilities
Principles of Network
Operating System

Vulnerability
Analysis

Fundamentals of Digital
Forensics

Analysis of Infringement
Digital Accident Systems

System Analysis Procedure
Research

Application Example
Research

Security Consulting
Techniques

Security Certification
System and Laws /
Institution

Audit and Industrial
Security

Trend of Security Market
Development Security
Methodology

Software Development
Security

Enhancement Activities of
Development Security
Implementation of
Eevelopment Security

Forensics

Security
Consulting

Security
Product
Development
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+# Compentency_#1.Micro.Degree(Beginner)

= Cource(Major).Micro.Degree(Name)

Compentency_Basic.Micro.Degree

+ #+ # Compentency_#1.Micro.Degree(Advanced)

Fig. 1. Cell-based Three-Dimensional Education Model
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Table 7. The curriculum of the Department of Cyber Security at YeungNam University College

Grade Core job Subject
Analysis and response to security incidents. Python Programming
. . . Linux System Operation
Information protection management and operation. ;
1 Web Programming
Information protection management and operation. Networoking
Artificial intelligence security. Introduction and practice of Artificial Intelligence.
Firewall
Analysis and response to security incidents. Secure Programming
Intrusion Detection System
Database Security
Operation System Security
2 Information protection management and operation. Hacking and Cracking
Secure Script
Penetration Test
Artificial intellicence securit Artificial Intelligence Programming
& v Al and Big-data Analysis
Security System Operation
. . Reversing Engineerin
Analysis and response to security incidents. - £ g g'
Security Event Analysis
Security Accident Response
3 -
. . . Network Analysis
Information protection management and operation. — -
Vulnerability analysis.
Artificial intelligence security. Deep Learning
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